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Department of Homeland Security-Ship Arrival Notification System (DHS-SANS)

User Account Management Procedures for External Agencies

Background

The United States Coast Guard (USCG) National Vessel Movement Center (NVMC) was established in October 2001 to centralize the Notice of Arrival and Departure (NOAD) system for ships entering and departing US ports.  Previously, ships or their agents were required to notify the Marine Safety Office (MSO)/Captain of the Port (COTP) zone of their intended arrival 24 hours in advance, and include any hazardous, Certain Dangerous Cargo/CDC, cargo being transported.  The advance NOA requirement has been increased to 96 hours, and in addition to arrival and CDC information, ships’ crew and non-crew information is required.  This information is screened by the USCG in conjunction with other Federal agencies, including US Customs and Border Protection (CBP).
NOAD information is provided by the ship or ship’s agent by e-mail, facsimile, telephone, or the Web.  NVMC personnel review the information for completeness, and then enter it into the Ship Arrival Notification System (SANS), which is accessed by Sectors/COTPs and the USCG Intelligence Community.

Information contained in DHS-SANS is shared with other law enforcement and intelligence agencies locally through the Sectors/COTPs.  The Coast Guard makes DHS-SANS information available for the interests of national security and enforcement of laws and regulations.
Agency Point of Contact (POC)

Each external agency will assign a POC to manage user accounts, for example, creation, modification, and deletion.  This POC ensures users do not share accounts.  The agency POC determines who should have access to the DHS-SANS application.

Requesting DHS-SANS user accounts

The agency POC must provide a list of agency personnel needing DHS-SANS user accounts to the SANS Program Manager Representative at U.S. Coast Guard Headquarters, Office of Intelligence (CG-2), for review and approval via e-mail at SANS_Accounts@uscg.mil.  The following information about each employee requesting access must be included in the request list:

First Name, Middle Initial, Last Name

Position

Agency Name

Telephone Number

E-mail Address

Fax Number
Processing New DHS-SANS User Accounts

After SANS Leadership has reviewed and approved the DHS-SANS user account request(s), the agency POC will be notified.  Each user must complete and sign a User Access Authorization/Revocation Form (U.S. Coast Guard TISCOM User Form 5500.2) as part of the approval process.  Refer to the last page of this document.  The user access form must be signed and dated with the current date.  The form containing an original signature should be e-mailed to SANS_Accounts@uscg.mil.  Once the user access form has been received, the user is contacted and given his/her new user ID and password.  Users are required to change their initial password at first login.

Processing Forgotten Passwords

If a user forgets his/her DHS-SANS password, he/she can click the Forgot Password? link on the DHS-SANS homepage for a password reset.  If additional assistance is needed, users may contact the NVMC at 800-708-9823 or 304-264-2502, and then request the password be reset.  SANS staff will reset the account password, and a notification will be sent to the e-mail address on file for that individual.

Processing Deleted DHS-SANS User Accounts

The agency POC is responsible for notifying the SANS Program Manager when agency personnel no longer need access to the DHS-SANS application, for example, when personnel depart the agency, no longer have a need for access, and so on.  Upon notification, the user account will be disabled/deleted.  Inactive accounts will be disabled after 60 days.
Assistance

If assistance is required, users can contact the NVMC at 800-708-9823 or 304-264-2502.
	U.S. Coast Guard TISCOM
User Form 5500.2
	USER ACCESS AUTHORIZATION/REVOCATION FORM

	Rank/User's Name (First, M. I., Last)


	Organization and Office Symbol: 

Phone: 

FAX:
E-mail:

	Part 1 - Authorization to Access Information Systems
 (To Be Filled In By System/Network Administrator)

	For System Administrator’s Use Only
	For Network Administrator’s Use Only

	Access is granted to the following system(s):

SANS DHS
	Division


	Bldg. Number:
	Room Number:



	Scope of Authorization
Subject to the limitations which follow, the user is authorized access to Coast Guard networks for access to systems for which valid username and password have been assigned. Sharing of USERIDs and passwords, telnet between systems, port diagnostic scans, and FTP between systems on the computer deck are expressly prohibited. Use of unauthorized software, malicious software, unapproved diagnostic software, and network monitoring software while accessing Coast Guard networks is prohibited. This agreement contains no implied authorization to access any computer system of the United States Government not specifically authorized here, and will be revoked on separation, retirement, reassignment of duties, termination of contracts, change of organization, or when determined by the Information Systems Security Officer to be in the best interest of the Government.

WARNING:  Only Authorized Users May Access These Systems.  Individuals using Coast Guard information and computer resources without authority, or in excess of their authority, are subject to having all of their activities monitored and recorded by system administration personnel.  In the course of monitoring individuals improperly using these systems, or in the course of system maintenance, the activities of authorized users may also be monitored.  Anyone using these systems expressly consents to such monitoring and is advised that if such monitoring reveals possible evidence of criminal activity, management may authorize system administration personnel to provide the evidence of such monitoring to law enforcement officials.


	Coast Guard Representative (Sign, Print,  and Date)

	Coast Guard System Administrator (Signature and Date)


	
Acknowledgment
I understand I am authorized access to Coast Guard and other Government information and computer resources as necessary for the performance of my official duties.  Access for purposes beyond the Scope of Authorization is a violation of Federal law (18 U.S.C. 1030 et al.).  I understand the IS briefing along with my responsibilities to properly use and safeguard all Coast Guard and other Government information and computing resources.  I further understand that THERE IS NO EXPECTATION OF PRIVACY WHILE USING COAST GUARD EMAIL AND INTERNET AND THESE SYSTEMS ARE SUBJECT TO MONITORING BY AUTHORIZED PERSONNEL.


x________________________________________
_______________


  User's Signature




Date

	
Part 2 - Revocation of Authority

	
Notice to User
You are hereby notified that the above authorization has been revoked and the associated log-in name and password have been canceled.  To  access a United States Government computer without authorization is a violation of Federal law (18 U.S.C. 1030 et al.).  Authorization to access another United States Government computer system does not imply reinstatement of the authorization being revoked.

________________________________________
_______________


Designated Security Representative  Signature

Date







Acknowledgment

________________________________________
_______________


User's Signature




Date
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